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Secure and Decentralized Messaging
and Digital Content

Send messages, post threads, validate blocks, and earn rewards.
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Introduction

1.1 Overview of Centralized Platform Issues

As traditional digital platforms and communication services
continue to evolve, they present numerous issues that impact user
experience and security. Centralized platforms are vulnerable to
data breaches, censorship, and manipulation. They often exploit
user data for targeted advertisements and compromise privacy
through excessive data collection. Additionally, these platforms
are not designed to accommodate the needs of individuals in
underbanked or underserved regions, further limiting access to
digital services.

1.2 Introduction to TeleBlock

TeleBlock is a decentralized messaging and transaction protocol
built on blockchain technology. It addresses the key challenges
associated with centralized platforms by offering a secure,
transparent, and user-controlled environment for digital
interactions. TeleBlock's core offering includes encrypted
messaging, secure digital transactions, and a sustainable reward
system that incentivizes users for their participation.

This document provides an in-depth technical overview of
TeleBlock’s architecture, its wunderlying blockchain protocol,
consensus mechanisms, security features, and the rewards system
that supports the platform’s decentralization and growth.
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General Information

2.1 The Problem with Centralized Platforms

Centralized messaging and social media platforms face several
critical problems:

e Content Control and Censorship: Content is subject to
centralized control, leading to arbitrary removals or
censorship, with little transparency in content moderation.
Privacy Concerns: The business model of centralized platforms
often involves the collection of personal data for advertising
and other purposes, compromising user privacy.

Lack of Financial Inclusion: Traditional financial systems are
not always accessible or affordable for users in economically
disadvantaged regions, 1leaving them excluded from the global
digital economy.
TeleBlock seeks to resolve these issues by decentralizing both
communication and financial transactions, ensuring that users have
full control over their data and interactions.

2.2 TeleBlock's Mission and Vision

TeleBlock’s mission 1is to restore privacy, transparency, and
autonomy to digital interactions. By removing centralized servers
and third-party intermediaries, TeleBlock empowers users to
communicate and transact securely while also providing a
sustainable incentive structure through its native Proof-of-Stake
(PoS) system. The goal is to create a fully decentralized
ecosystem that fosters trust, collaboration, and innovation across
the globe.
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2.3 Core Features and Advantages

e Encrypted Messaging and Decentralized Threads: End-to-end
encryption ensures that all messages and threaded posts
(similar to social media updates) remain private, with only
authorized recipients able to decrypt the content. Threads are
recorded immutably on the blockchain, guaranteeing they cannot
be altered or deleted by any central authority. This
decentralized approach empowers users to freely express
themselves without fear of censorship or interference. Like
private messages, these threads benefit from the same high
level of security, fostering a ‘transparent, censorship-
resistant communication environment.

e Secure Digital Transactions: Blockchain-based transactions
provide a transparent, secure, and frictionless means of
transferring value globally, without central authority control.

e« Dynamic Rewards and Proof-of-Stake (PoS): A decentralized PoS
system rewards users for their network participation, securing
the blockchain and ensuring scalability.

e Open API for Developers: TeleBlock offers an open API to
facilitate seamless integration with third-party applications,
allowing for the creation of dApps that interact with both
messaging and financial aspects of the platform.

2.4 Impact of Decentralization

e Censorship Resistance: No central authority can control,
manipulate, or remove content or communications.

e Privacy by Default: All messages are encrypted and securely
stored on the blockchain, ensuring that users’ personal data
remains private.

e Financial Inclusion: TeleBlock's decentralized platform makes
global financial transactions accessible to anyone, even in
regions with limited banking infrastructure
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Technical Information

3.1 TeleBlock Architecture and Protocol

TeleBlock 1is built on a permissionless blockchain network,
enabling direct wuser interaction without intermediaries. It
leverages decentralized architecture with multiple nodes
participating in validation, ensuring no single point of failure.

3.2 Detailed Blockchain Architecture

e Blockchain Type: Permissionless, decentralized blockchain where
messages and transactions are recorded immutably.

e Storage Mechanism: Uses LevelDB for local data storage, storing
encrypted message data, transaction information, and metadata.

e Consensus Mechanism: Operates on Proof-of-Stake (PoS),
promoting network security without excessive computational
costs.

3.3 Proof-of-Stake (PoS) Consensus and
Reward Mechanisms

e PoS Mechanism: Validators are chosen based on the number of
coins they hold and stake, incentivizing coin holding and
network security.

Dynamic Reward Allocation: Validators and users receive native
coins for participation, with decreasing rewards over time to
control inflation.




€ TELEBLOCK

Official Memorandum

3.4 Security and Privacy Framework

e End-to-End Encryption: Messages are encrypted with the
recipient's public key and can only be decrypted by the
recipient.

e Transaction Security: Transactions are signed with the sender’s
private key, recorded immutably on the blockchain.
Transparency: All transactions and messages are publicly
verifiable on the blockchain, ensuring transparency while
maintaining privacy.

3.5 Data Flow in Messaging and Transaction

Systems
Message Flow: Messages are encrypted, signed, broadcast to the
network, and recorded on the blockchain.
Transaction Flow: Digital currency transactions are signed and
validated by the network, ensuring security and traceability.
Block Validation: Validators ensure block accuracy before
adding them to the blockchain.
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Implementation Details

4.1 Blockchain Storage and Management

Each block stores:

* Message Data: Encrypted user messages.

e Transaction Data: Digital currency transfers.

e Metadata: Information for block validation and reward
allocation.

.2 Encryption and Key Management

Asymmetric Encryption: Uses secp256k1l for cryptographic key
generation and encryption.

Key Management: Users manage their private keys securely,
without centralized storage.

4.3 Reward Allocation and Dynamic
Adjustments

e Message Rewards: Users earn rewards for sending messages and
creating posts, initially higher but decreasing over time.

e Block Validation Rewards: Validators earn rewards for
maintaining blockchain integrity, decreasing over time.
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4.4 Validation and Incentive Structure
o Validator Selection: Based on native coin holdings, rewarding

active participation.
e Reward Reduction: Progressive decrease in rewards to prevent
inflation and promote sustainability.
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Comparison with
Traditional Systems

Traditional

Feature TeleBlock
Systems

End-to-end encryption and  End-to-end encryption (not

M S it ;
€ssage -ecunty blockchain always)

Server Dependency None, distributed nodes High, central servers

Transparency Public blockchain Limited user access

Reward System Native coin rewards Not available

Censorship Resistance
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Applications

6.1 Secure Messaging
e Personal Communication: Private, encrypted messaging secured by

blockchain.
Business Communication: Secure internal communications for data

integrity and confidentiality.

.2 Financial Transactions
Cross-Border Payments: Frictionless global transactions ideal

for underserved regions.
Micropayments: Efficient for content monetization and service

transactions.

6.3 Developer Tools and API Integration
TeleBlock’'s open API enables developers to build dApps that
integrate secure messaging and blockchain transactions.
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Economic Sustainability
and Rewards

The dynamic reward system plays a crucial role in controlling the
emission of coins, preventing inflation, and ensuring long-term
economic sustainability. By adjusting rewards based on real-time
network activity, it helps maintain a balance between supply and
demand. This system incentivizes both validators and users to
actively participate, contributing to the growth and health of the
network while avoiding the overproduction of coins that could lead
to devaluation.Both reward systems aim to encourage balanced and
active participation from both validators and users, adapting to
network conditions, and fostering a fair and dynamic environment.

7.1 Validator Rewards

In the validator system, rewards are calculated dynamically based
on several factors, including the number of blocks validated over
a specific period and recent network activity.

e Base Reward: Validators receive a base reward of 0.004725 coins
for each block they validate.
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7.2 Dynamic Reward Adjustment

The reward for validators is adjusted dynamically depending on the
number of blocks validated in the last 10 minutes:

e Increase in Reward: If fewer blocks than the default threshold
(100 blocks) are validated, the reward increases by 10%.

e Decrease in Reward: If more blocks than the threshold are
validated, the reward decreases by 10%.

e Reward Limits: The reward will never be lower than 6.0001 coins
or higher than 10 coins.

7.3 Validation Speed Adjustment

If block validation is slower than expected (i.e., more than 10
minutes pass before blocks are validated), the reward may increase
by 25% to encourage faster validation.

7.4 Active Validator Count Adjustment

The reward can also be influenced by the number of active
validators

o Fewer than 10 Validators: The reward is increased by 20%.
e More than 10 Validators: The reward is reduced by 20%.

These adjustments ensure that rewards align with network activity
and incentivize active participation.
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7.5 Message Sender Rewards (Users)

Users receive rewards for sending messages, although these rewards
are adjusted based on the number of messages sent within a given
time period (one hour).

o Base Reward: The base reward for each message sent is 0.0001101
coins.

7.6 Reduction for Sent Messages

The reward per message gradually decreases as the user sends more

messages:

e After the first 10 messages, the reward is reduced by 10%.

o After 20 messages, the reduction is 20%, and so on.

e The maximum reduction is 100% (meaning no reward after a
certain number of messages).

7.7 Time Conditions

If a user does not send messages within a one-hour period, their
message count resets, and they start accumulating rewards from
zero again.
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.8 Reward Calculation Rules

The reward reduction is calculated every 10 messages sent

The final reward is adjusted based on the total number of
messages sent within the last hour.

The final reward is calculated with 8 decimal places to ensure
accuracy in transactions.

This system 1is designed to prevent spam and encourage genuine
participation in the network by rewarding users proportionally to
their activity.
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Future Developments

8.1 Advanced Features for Scaling

Plans to introduce sidechains or sharding techniques for efficient
scaling.

8.2 Decentralized File Storage
Potential updates to include decentralized storage for multimedia
messages.

8.3 Mobile App Development
Development of a native mobile application for seamless user
experience across devices.
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Conclusion

TeleBlock offers a robust, decentralized solution to the problems
of centralized platforms, providing secure, private, and
censorship-resistant messaging and financial transactions. Its
innovative blockchain protocol, Proof-of-Stake consensus, and
dynamic reward system create a sustainable and scalable
environment for global digital interactions.
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